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Strong Security with High Performance
for Real-Time, Big Data Deployments
Intel, Vormetric, and MongoDB* deliver enterprise-class data security—with breakthrough
performance—for the world’s most popular NoSQL database.

Security versus performance—that’s the tradeoff many businesses have had to make when deploying big data applications.
Strong data encryption is essential to protect sensitive data, but cryptographic algorithms place heavy loads on servers and
can significantly slow application response times, especially in new big data deployments.
Vormetric, MongoDB, and Intel offer a solution to this challenge. Vormetric Data Security provides enterprise-class support
for data security and compliance. It also takes full advantage of hardware-assisted security technologies that are built into
the Intel® Xeon® processor E5-2600 v3 family. With this solution, you can implement strong data security without slowing
performance. In fact, you are likely to find that your applications perform even better with encryption than without.

Strong Security and Compliance for Low-Risk Innovation
Vormetric Data Security provides encryption, key management, configurable security policies, and fine-grained data access
controls, so you can enforce data security and compliance. The platform also provides efficient, centralized management, and
captures information that security intelligence and event management (SIEM) solutions can use to detect advanced threats.
You can even provide IT staff (or cloud service providers) with full access to your systems and applications, without allowing
them to access your data, your keys, or your security policies. You remain in full control of your data.

Hardware Assistance for Better, Faster Encryption

Faster Performance with Encryption for MongoDB
(operations/sec)

The Intel® Xeon® processor E5-2600 v3 family includes
Intel® Data Protection Technology with Advanced Encryption
Standard New Instructions (AES-NI) and Secure Key. These
technologies are fully supported in Vormetric Data Security.

• Secure Key improves the quality of security keys by
providing a hardware-based random number generator
(RNG). This fast, scalable RNG eliminates the security gaps
associated with traditional, software-based RNGs.
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• AES-NI accelerates AES encryption and has been
optimized for even faster throughput and lower latency
on the Intel Xeon processor E5 v3 family. This processor
family also includes new instructions for accelerating other
cryptographic algorithms, including RSA, SHA, and ECC.
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Encrypting data using Vormetric Data Security actually improved
performance for MongoDB running on the Intel Xeon processor E5
v3 Family versus the same workload running without encryption.
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Faster Performance with Encryption

Highest Performance with the
Intel® Xeon® processor E5 v3 Family
(operations/sec)

Vormetric and Intel collaborated with MongoDB to measure
performance with and without encryption using MongoDB
running on a two-socket server powered by the Intel Xeon
processor E5 v3 family. Two different workloads were used.

• Read-Mostly Workload (95 percent reads/5 percent
writes). Corresponds to applications, such as photo
tagging, that record only small amounts of data.
The performance results showed that encrypting the
data actually improved database performance by up to
34 percent for the write-heavy workload and by up to
378 percent for the read-mostly workload.1
These large gains are due to Intel AES-NI, along with
Vormetric optimizations to the Linux kernel that improve
read performance when using the Vormetric layered file
system. The optimizations eliminate non-essential work,
while preserving correct functionality. They also improve
efficiency for “read ahead” operations, which identify and
load data for upcoming sequential reads.
MongoDB, Vormetric, and Intel ran additional tests to
determine the performance benefits of using servers
powered by the Intel Xeon processor E5 v3 family versus
previous-generation servers based on the Intel Xeon
processor E5 v2 family. The results showed that the newer
server improved encrypted database performance by up
to 147 percent for the write-heavy workload and by up to
18 percent for the read-mostly workload.

ops/sec

• Write-Heavy Workload (50 percent reads/50 percent
writes). Corresponds to applications, such as session
stores, that record significant amounts of data.
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Running MongoDB with Vormetric data encryption on the Intel Xeon
processor E5 v3 family delivers substantially higher performance
versus the previous-generation Intel Xeon processor E5-2600 v2.1

Based on these results, you can use Vormetric Data Security
with MongoDB and the Intel Xeon processor E5 v3 family to
secure your big data, while actually improving performance
across a range of workloads. You can also expect
substantially higher performance for your secured big data
solution using the Intel Xeon processor E5 v3 family rather
than previous-generation server platforms.

Learn More
• Vormetric Data Security: www.vormetric.com
• Intel Xeon processor E5 v3 family:
www.intel.com/content/www/us/en/processors/
xeon/xeon-processor-e5-family.html
• MongoDB NoSQL Database: www.mongodb.com

		Software and workloads used in performance tests may have been optimized for performance only on Intel® microprocessors. Performance tests, such as SYSmark and MobileMark, are
measured using specific computer systems, components, software, operations and functions. Any change to any of those factors may cause the results to vary. You should consult other
information and performance tests to assist you in fully evaluating your contemplated purchases, including the performance of that product when combined with other products.
1
Source: MongoDB, Vormetric, Intel performance tests, August 2014. Throughput with and without Vormetric Transparent Data Encryption was measured using the Yahoo Cloud Serving
Benchmark (YCSB) on two different systems. The baseline system was an Intel production server with 2 x Intel® Xeon® processor E5-2670 v2 (2.5 GHz). The new system was an Intel production
server with 2 x Intel® Xeon® processor E5-2697 v3 (2.6 GHz). Both systems had identical configurations: 64GB memory, Raid-0 (128 K Stripe size; write policy: write through; I/O policy: Cached)
with 4 x 800 GB Solid State Drives, EXT4 filesystem, Red Hat Enterprise Linux 6.5.
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